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Homeland Security was born in the/from the
National Security Community

The term “Homeland Defense” /
“Homeland Security” was first used in
Transforming Defense: National
Security in the 21st Century.
-- Report of The National Defense
Panel in December 1997
Underlying concept: Protect the
Homeland from terrorism to free
national military power for national
security priorities overseas

EM and Public Safety were not
Initial concerns.
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Alfred P. Murrah Federal Building in
Oklahoma City, April 19, 1995
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Multiple Studies & Steps undertaken to address HLS
Issues before 9/11

A Report of the National Commission on Terrorism, 20@emerCommission)

A The U.S. Commission on National Security/21st Century (USCNS/21), 3 reports
1998 Jan 2001 (HarRudman Commissioar Hart-Rudman Task Force on
Homeland Security)

A U.S. Congressional Advisory Panel to Assess Domestic Response Capabilities for
Terrorism Involving Weapons of Mass Destruction, 5 reports 12993 ( Gilmore
Commission)

A President's Commission on Critical Infrastructure Protection (PCCIP), 1998

A Various PDDs

A 39 CT & Fed Response Plan
A 56 Managing Complex Contingencies
A 63 Critical Infrastructure Protection

A Focus was Federal level
A Neither EM nor Public Safety

were major considerations



After 9/11, national focus on Terrorism, WMD, and
International Adversaries

HomelandSecurity defined:

Gl 2YSTt I yR atobdenztihitionsl effod to prevent
terrorist attacks within the UnitedStates reduce! Y S NA& Ol
vulnerability to terrorism, andminimize thedamage and
recover fromattacksthat do occufb €

National Strategy for Homeland Securit2003

HLS educational gauntlet was picked up to some extent by National
Security programs:

A National War College

A US Northern Command

A Naval Postgraduate School

Their model: theory based deductive inquiry for Strategy and
Policy Makers

EM education and training models remained focused on best
practices for practitioners.
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National Security Professionals
brought a way of thinking to Homeland Security

National Security education is muHdisciplinary
ADi pl omacy; |l ntell il gence, |l nf or ma

These disciplines are Theory Based; Deductive in Nature; Driven by Inquiry

Deductive Research

A Grows Knowledge from laws & beliefs to specific truths.

A Used when you cannot see the formative process directly, only its result.
So you build knowledge based on what you do know, using thegtgws and
principles--

A Fact: we know A (at least we believe we do)

A Theory: If A then B.

A Testthe relationship between A & B.

A If you can prove it, great (but unlikelyL ¥ & 2dz Ol YV 5L{t wh+"

. ¢ because at least we know what NOT to believe and so we approachStrpth
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Example: Some theories of National Security Power

Political Economic Security
APower AMercantilism e Progress
ABalance of Power AColonialism ’ gdoci/'\?l Cohesion
ACollective Security ALlE\erallsm . Long?/\\//:\ve
Alnter_national A(F;ree Markett e War as Disease

Regimes MZ\I‘/EGT men e Rational Actor
A Hegemonic | e Power

Stability AMarxism e VValues
ADemocratic Peace AThird Way? e Leaders
APower * Regimes

Preponderance
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Example: Some Military theories for winning war

A Attrition

AAnnihilation
A Overwhelming Force

ADisruption/Paralysis
A Exhaustion

ASymmetric vs. Asymmetric
Altack/Conflict

ASinews of War

ANodal War

AWar of the Rings
ALeadership
AProduction
ATransportation
APopulation
AForces

APrecision War
A Sequential War
A Cumulative War
ADeterrence
APunishment
ADenial
APreemption

A Combat Multipliers
A Elements of National Power
A Coalition War

Alnfo War:

A Attack Perception
A Defend Truth

Military Theorists

Too oo Too T T o Po Do To I

Jomini
Clausewitz
Mahon
Corbet
Hart
Douhet

- Tedder

-ACTC
Warden
Pape




Example: Nuclear Power Theories

AMassive Retaliation A DEECON Levels
ADeterrence: MAD A Launchon-Warning

AFirst StrikeSecond Strike A Mobile Launchers
ACtr value vs Ctr Force AICBM/IRBM/SRBM

AGame Theory; Triad AWarning Shot / Pulse

“ A MIRV; Stealth; BMD
ACivil Defense, COG, COOP A Single Integrated Op Plan

AOffenseDefense



As Homeland Security

Preparedness Goal

Education has matured. . .

Mission Areas

AMore than 350 colleges and universities

'

Frotection

i

Capabilities

'

Hesponse Recovery

i
b

Alnterdisciplinary in nature

Public
Information and
Warning

Operational
Coordination

Forensics and
Attribution

ABased in a wide variety of departments

AWith a generally accepted set of core
concepts

AAnd graduates hired into government
and private industry . . .

Intelligence and
Information

Sharing

The concept of professionalization
remains grounded on the idea of
developing a theoretical basis for study.

Interdiction and
Disruption
Screening,

Search, and
Detection

But this is increasingly at odds with the reality of the disciplir

6/16/2016 Ramsay & Mclintyre - 2016

and Warning
Coordination
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LongTerm

Vulnerability
Reduction

Planning
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Access Control
and Identity
Verification

Cybersecurity

Intelligence and
Information
SIE[]

Interdiction and
Disruption

Risk and Disaster
Resilience

Physical
Assessment

Protective

Measures Threats and

Programs and Identification

Activities

Screening, Searc
and Detection
Supply Chain
Integrity and

Security

Planning

Public Information and

Public Information
and Warning

Operational
Coordination

Critical Transportation

Environmental
Response/Health and

Economic
Recovery

Fatality Management

Health and Social
Services

Infrastructure Systems

Housing

Mass Care Services

Infrastructure
Systems

Mass Search and
Rescue Operations
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Natural and
Cultural Resource

On-Scene Security and
Protection

Public and Private
Services and Resourcs

Public Health and
Medical Services

9

Operational
Communications
Situational Assessmen|



Increasingly Homeland Security Professionals have
more In common with practitioners than theorists

Homeland Security education is and has evolved similarly to education Iin
Business, Engineering, Medicine, Law, IT and@&Nbractitioner based

These disciplines are Principal Based; Inductive in Nature; Driven by Pra{:ti(

Inductive Research

A Builds up an understanding over time, by collecting relevant facts & experiences,
and trying to construct principles from these multiple data points.

A Then tests the generalization by collecting more data points.

A Many operators and citizens consider this a common sense way to proceed.
(Old Scientific Theory)

A Social sciences sometimes challengaot as legitimate as theory based research|
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Increasingly Homeland Security Professionals have
more In common with practitioners than theorists

Homeland Security Education Is developing as &,
collection of proven practices In established
disciplines, rather new theories about an entirely ney
experience.

Thus the foundation becomes:
- Knowledge Domains
- Outcome Based Competencies.




The INSPRS Model for
Homeland Security Education

The International Society for Preparedness, Resilience and Security
(INSPRS) provides a global forum that advances the education and
practice of disciplines engaged in civil security and public safety by
conducting research, developing and disseminating best practices,
networking academics, policy makers and practitioners, and by

supporting accreditation in order to enhance legitimacy and ensure
the highest quality education.
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Purpose

Given the rapid growth in HS programs
nationwide, and to help define the professign
INSPRS formed an education standards
committee in 2014 to explore methods of o
promoting academic accountablilityn what it
defines as a practitioner-oriented, meta-

discipline. CREDENTIALS

INSPRS wants to establish HS as a bona f|de, FUR SALE!

sovereign profession, and to help separat —
0 KS Ga3d322RE FTNRY adgya ONXzLIdzf 2 dza €
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Purpose

Academic accountability —

1.

e Wb

6/16/2016

Truth in advertising

Aid to students

Help to employers

Legitimates a discipline

Uses continuous improvement methods to
advance the profession

Is the hallmark of professional sovereignty
for mature disciplines such as medicine,
law, nursing, engineering, etc.

Maintains freedom and flexibility for
individual programs

Ramsay & Mclntyre - 2016

CREDENTIALS

FOR SALE!

ROSEATORRATS

14



Knowledge Domains

Knowledge domainare the core set of intellectual areas which collectively define
a given discipline. Knowledge domains are based in the literature and can contain
theory and best practices.

Competencieare the measurable skills, knowledge and behaviors / attitude
students acquire in their matriculation through an academic program and which
may or may not be specific to a knowledge domain. For example, a competence
like “understand and demonstrate principles of effective management” is likely
applicable to several domains, whereas a competence like “examine and discuss
Constitutional law principles and their relationship to Homeland Security law and
policy” may be more specific to a domain such as “HS law and policy”.
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ability to execute/complete a task skillfully, correctly, professionally.

In contrast, capability can be thought of as the ability to apply theoretical
knowledge that underpins practice in occupations and the industry specific
knowledge and skills that transcend a particular workplace and the tacit knowledge
of the workplace.

For HS, we believe there are two distinct categories of competencies; technical and
adaptive which work together to create capability. Technical competencies are
those that are derived from the literature and from best academic practices over
the years while adaptive competencies are more focused on the “softer skills” of
day to day professional life such as communication, relationship building, trust,
partnering, collaboration, etc.
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ESC membership

Managing Director, Sonecon, LLC

Assistant Professor of Homeland Security, Monmouth University
Associate Professor of Emergency Management & Homeland
Security, Eastern Kentucky University

Doctoral Student, Wright State University

University Dean, Security Studies, Colorado Technical University
Professor, Director of Integrative Center for Homeland Security, Bush
School, Texas A&M

Professor of Security Studies, University of New Hampshire
Co-Director University and Agency Partnership Initiative, Center for
Homeland Defense and Security, Naval Post Graduate School
Program Director, Emergency Management and Homeland Security,
and Collegiate Professor,-University of Maryland, University College



Our Process to Date

Formed a committee of scholars and practitioners from
several HS-related disciplines around the nation who have
published about education standards and who’ve built
programs themselves.

Recruited Dr. Stockton, former Ass’t Sec’y of Defense for
Homeland Defense & America’s Security Affairs , as Chair.
Perform a literature search and investigate how/what a
sample of programs across the nation currently do.

Refers to both model curricula workshops held by the
Center for Homeland Defense and Security (June 2009 and
October 2014).




Our Process to Date

5. Using an accreditation framework similar to ABET,
developed a set of knowledge domains and
competencies within each domain.

6. Will circulate among experts within DHS, DOD and State
for feedback as to what they are looking for in
undergraduate security studies professionals.

7. Will circulate in the private sector for similar feedback.

8. Publish the results and methods used
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Our Process to Date

9. Develop/implement:

a. An outcomes-based, model curriculum for undergraduate

programs

b. A voluntary system of “academic accountability” that
compares program characteristics against our published
model curriculum
Post results as a rating system (not ranking)
d. A hiring guide for employers

O

10. Repeat for graduate degrees & certificate programs

11. Pursue accreditation
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Our Results to Date

F Program Educational Objectives
F Program Level Outcomes/Competencies
F Knowledge Domains

F Domain specific competencies (aka outcomes)

6/16/2016 Ramsay & Mclntyre - 2016 21



Our Results to Date

Program Educational Objectives - broad statements that
describe what graduates are expected to attain within a few
years after graduation. Program educational objectives are
typical influenced on the needs of the program’s
constituencies

Program Level Competencies/Outcomes - set of measurable
skills, knowledge and behaviorgudents acquire in their
matriculation through the academic program, and which
are not specific to a knowledge domain
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Our Results to Date

Knowledge Domains - the range of intellectual core ideas,
practices, and beliefs of the homeland security discipline.

Domain Specific Competencies — the minimum set of
knowledge, skills, abilities, or behaviors within each domain
that *should be* part of all homeland security curricula as

student learning outcomes

23
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Program Educational Objectives

I Infuse a desire to be a lifelong learner, to pursue subsequent
degrees or other professional certifications appropriate to the
profession.

“2 | Instill an appreciation of one’s civic duties and responsibilities to
society.

< Infuse each graduate to be reflective practitioners who take the
time to learn from professional experiences and apply lessons-
learned to future policy, operations and training initiatives.

4= Instill a desire to actively participate in the growth of the

profession.
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Program Level Competencies

(aka KSAs, or student learning outcomes)

Work collaboratively and in teams.

Create and deliver professionally prepared papers, presentations, and
briefs.

- Conduct research.
Design, conduct, and evaluate exercises applicable to the disciplines of
homeland security.

Demonstrate knowledge of emergent risks, including natural,
manmade and technological hazards.
Recognize the principles of professionalism in the homeland security
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Program Level Competencies

(aka KSAs, or student learning outcomes)

Recognize the concepts of ethics in the homeland security enterprise.
“ Understand and utilize principles of effective program management.
n Understand and utilize principles of effective leadership.

1160 Understand the range and challenges presented by technology.

'l Demonstrate knowledge of project and quality management methods.

1172 Complete an internship.

127 Complete a senior capstone in homeland security or a related area.
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Knowledge Domains

- Emergency Management & Emergency Support Functions

4= Critical Infrastructure Security & Resilience

n Cybersecurity Management and Policy
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Ex Knowledge Domain Definition and
Corresponding Competencies

(aka KSAs, or student learning outcomes
Knowledge Domain s

Intelligence- The
systematic process of
collection, processing,
integration, evaluats

)

and structured analytic techniques, to assess existing and potential threats
to the homeland.

5. Appraise the historical context and current policies and procedures for

counterintelligence activities.
Ramsay & Mclntyre - 2016 28



Your feedback Is important

V Suggestions for our method?

V Suggestions for our implementation?

V Cross-overs with ongoing efforts at EM education
standards and accreditation??
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